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1.  Where are we now? 
 

a. Conway v Dennis 
i. Because our concerns are being  ignored  

ii. Focus on security 
b. Recertification  

i. Public demonstration disaster 
ii. Untested requirements 

iii. Non-existent county system tests 
iv. Most installed units were not tested 

c. Unhealthy secrecy 
i. Contractual barriers to transparency 

ii. Fox watching the henhouse 
iii. 40K pages - redacted by vendors 
iv. 2007 equipment inventory not available 
v. CORA - Certification 

vi. CORA – SCORE 
vii. CORA -- Security 

d. Substantial compliance vs. rule of law  
i. Ten cents vs. ten thousand dollars 

ii. Who decides “substantial” compliance? 
e. Voters have lost confidence in officials and vendors 
f. Voters demand elections that are: 

i. Transparent 
ii. Verifiable 
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2. Recommended Election Framework for 2008 
 

a. No unsolicited mail ballots (web page w/ list 
b. No electronic ballots  
c. Paper ballots voted in precincts with absentee, early 

and provisional options. 
d. Count votes on paper ballots only 

i. Hand count 
ii. Scanner count with enhanced independent 

oversight 
e. Significantly strengthen audits 
f. Significantly strengthen tests 
g. Significantly strengthen canvass 
h. Duplicate VVPAT votes onto paper ballots 
i. Limit accessible voting to early voting locations and 

extend early voting to include election day 
j. Minimize risk 
k. Improve transparency 
l. Improve verifiability 
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3.   Systems Engineering Now! 
 

a. Engineering problem, not political problem 
b. Problem Analysis 
c. Decision Analysis 
d. Assessment critical indicators 

i. Pre-production error rates 
ii. SCORE error rate 

1. Product development or production test? 
2. “The connectivity issues and the number of 

SCORE software releases are stretching the 
counties during their election cycles.“ 

iii. Voting phase error rate 
1. Equipment not integrated into a system 
2. Unsolicited mail ballot  election not tested 

iv. Vote interpretation and count phase error rate 
1. Not integrated with oversight systems 
2. No proof that canvass, post election audit, 

and LAT will detect errors 
3. No county acceptance plans 

e. Assessment, retreat.   
i. Go back to basics.   

ii. Not the right time for experiments and wishful 
thinking.   

iii. Only do what can be independently verified.  
iv. Eliminate questionable technology.   
v. Eliminate risk. 
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4.   How do we get this done for 2008? 
 

a. Requirements agreement between all of the actors  
b. Phase by phase performance commitment to these 

requirements  
i. Processes 

ii. Actors  
iii. Materials 

c. Using systems engineering approach, choose between 
election methods 

i. Traditional 
ii. Vote Center 

iii. Unsolicited mail ballot 
d. Require verifiable procedures and results 
e. Require full transparency 
f. Require auditing that produces a known defect 

detection rate for each process 
g. Require enhanced testing to verify that equipment 

and processes meet requirements 
h. Require every piece of voting equipment to pass: 

i. Trusted build verification 
ii. Functional test 
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Our concerns were ignored 
 

 Boulder County Clerk hearing – Ballot stubs destroyed 

 Court – Require signature verification on Mail ballots 

 SOS hearing – Boulder County – fraud , error, 
incompetence 

 Court – Mesa County – poll book destroyed 

 HAVA Complaint – anonymous ballot and verifiability 

 Court - Boulder County – anonymous ballots 

 Election rules hearings – repeatedly 
 
Zillions of written complaints regarding specific problems 
 
Many, many CORA requests 
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The Secretary of State’s hand-picked certification testing board conducted a limited set of certification 

tests on a limited set of the voting equipment provided by Diebold, ES&S, HART, and Sequoia. 

The test board recommended that none of the equipment be certified. 

The Secretary of State overrode the test board’s recommendations and certified some of the equipment 

with conditions. 

Based on the State of Colorado’s 2006 voting equipment inventory, it appears that 4,610 of the 7,619 

pieces of equipment owned by the counties was not tested.   It is assumed that these 4,610 pieces is not 

certified. 

 

  UNITS 
Conditional 
Certification De-certified 

Not 
certified 

Diebold 2007 1768 0 239 

ES&S 1836 0 4 1832 

HART 1256 1105 132 19 

SEQUOIA 2520 0 0 2520 

TOTAL 7619 2873 136 4610 

 

The set of NASED qualified voting systems is available at 

http://www.nased.org/NASED%20Qualified%20Voting%20Systems%20FINAL%20rev081407.pdf 

 

http://www.nased.org/NASED%20Qualified%20Voting%20Systems%20FINAL%20rev081407.pdf
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 Certification reports vs 2006 Equipment Inventory 

VENDOR STATUS UNITS 
Conditional 
Certification 

De-
certified 

Not 
certified Device and version 

Diebold Conditional 34 34     Accuvote Central OS Model D 2_0_12 

Diebold Conditional 157 157     Accuvote Precinct OS Model D 1_96_6 

Diebold Not certified 237     237 Accuvote Precinct OS 1_94w  

Diebold Conditional 1,577 1,577     Accuvote DRE TSX 4_6_4 

Diebold Not certified 2     2 Accuvote DRE  TSX 1_96_6 

Diebold Conditional   0     GEMS Software 1.18.24 

Diebold Conditional   0     VC Programmer 4.6.1 

Diebold Conditional   0     VC Encoder 1.3.2 

Diebold Conditional   0     Key Card Tool 4.6.1 

  TOTAL   2,007 1,768 0 239   

ES&S De-certified 4   4   Central Count Scanner M650 2_1_0_0 

ES&S De-certified     0   DRE/Touch Screen iVotronic ADA 9.1.6.2 

ES&S Not certified 1,814     1,814 DRE/Touch Screen 9_1_4_0 

ES&S De-certified     0   DRE/Touch Screen iVotronic non-ADA 9.1.6.2 

ES&S De-certified     0   Precinct Scanner M100 5.2.1.0 

ES&S Not certified 18     18 Precinct Scanner HPS 1_28/APS 1_5  

ES&S De-certified     0   UNITY 3.0.1.1 

  TOTAL   1,836 0 4 1,832   

HART De-certified 11   11   Central Count Ballot NOW 3_2_4 

HART Not certified 5     5 Central Count 1_1_6 

HART Conditional 1,105 1,105     
DRE/Touch Screen eSlate  4_0_19  
JBC 4.0.19 VBO 1.7.5 

HART Not certified 13     13 DRE/Touch Screen 1_1_6 

HART De-certified 121   121   Precinct Scanner eScan 1_1_6 

HART Not certified 1     1 Precinct  Scanner 4_0_19 

HART Conditional   0     

EMS 6.0 Boss 4.2.13 Tally 4.2.8 Rally 2.2.4  

Servo 4.1.6 eCM Mgr 1.1.7 

  TOTAL   1,256 1,105 132 19   

SEQUOIA Conditional   0     Central Count Optech 400C Scanner 1.14.3 

SEQUOIA Not certified 6     6 Central Count Optech 400C Scanner 1_12_4 

SEQUOIA De-certified     0   DRE/Touch Screen EDGE II 5_0_31 

SEQUOIA De-certified     0   DRE/Touch Screen EDGE II PLUS 1.2.33 

SEQUOIA Not certified 589     589 DRE/Touch Screen 5_0_24 

SEQUOIA Not certified 1,766     1,766 DRE/Touch Screen 8_00B 

SEQUOIA Conditional   0     
Precinct Scanner Optech insight  
HPX 1_44/APX 2.12 

SEQUOIA Not certified 157     157 Precinct Scanner APS_H1_52_90428_1040 
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VENDOR STATUS UNITS 
Conditional 
Certification 

De-
certified 

Not 
certified Device and version 

SEQUOIA Not certified 2     2 Precinct Scanner HPX 1_42/APX 2_1 

SEQUOIA Conditional   0     WinEDS 3.1.074 

  TOTAL   2,520 0 0 2,520   

  TOTAL 7,619 2,873 136 4,610 TOTAL 
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Election Framework for 2008 
 
Election Priorities 

Accurate  
Accessible 
Verifiable 
Reliable  
Secure  
Transparent  
Accountable  
Anonymous  
Secret ballot  
Intimidation free  
No vote selling/buying  
No Illegal electioneering 

Elements of the Election System 

· Voter Registration Lists  
· Printed Poll Books  
· Individual Paper Ballots 
· Election Summary Report 
· Abstract of Votes 
· Logic & Accuracy Tests 
· Post Election Audit Reports 
· Ballot Inventory 
· Independent Election Judges 
· Election Judges Reports 
· Poll Watchers 
· Independent Canvass Board 
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Contingency plan  

Required if voting equipment is not certified.  

Recommended even if voting equipment is certified.  
Paper BallotsτYes 

  

Preferred method.  Current system of 

polling place elections with precinct, early, 

absentee, and provisional voting.  In 

addition: 

(1) Count votes on paper ballots only   

(2) Strengthen audits, tests, and canvass 

  

Record votes on anonymous paper ballots. 

Use conditionally certified electronic vote 

recording equipment for accessible voting. 

  

 To reduce the risk of 
contamination from electronic equipment, all votes recorded on the voter verifiable paper audit trails will be transcribed onto paper ballots by the bipartisan ballot duplication board. 

 If HAVA permits, limit accessible 
voting to early voting  locations, and extend early voting to include Election Day. 

Count votes on paper ballots only.  Count 

using either hand-counting or 

conditionally-certified optical scan vote 

counting equipment. 

 To reduce the risk of undetected 
election contamination from electronic equipment, the logic and accuracy test, post election audit, and canvass of votes will be strengthened and extended to verify the work done by the ballot duplication board.  

 If all votes are hand-counted, ballot 
designs should be optimized for accurate and  
verifiable hand-counting. 

Mail BallotsτNo 

  

Colorado voters rejected all-mail Primary 

and General elections in a November 2002  

statewide referendum, Amendment 28:  

NO:   757,299  (57.6%) 

YES:   557,573  (42.4%) 

  

Risks: 

 Dependence on new registration 
system 
 Ineligible voters voting 
 Disenfranchised voters 
 Voter intimidation 
 Vote buying/selling 
 Not transparent 
 Not anonymous 
 No effective mitigation 

  

  

  

Electronic BallotsτNo 

  

The greatest risk of election 

contamination comes from the counting 

and re-counting of votes recorded on 

invisible electronic ballots. 

  

Risks: 

 Known defects in security, 
accuracy,  
accessibility and verifiability  
 No effective problem mitigation 
 Excessive dependence on outside 

vendors  

Colorado Elections 2008  

Framework for Primary and General Elections 

 November 19, 2007 

 Voter Registration Lists  

 Printed Poll Books  

 Individual Paper Ballots 

 Election Summary Report 

 Abstract of Votes 

 Logic & Accuracy Tests 

 Post Election Audit Reports 

 Ballot Inventory 

 Independent Election Judges 

 Election Judges Reports 

 Poll Watchers 

 Independent Canvass Board 

Elements of  

the Election System 

2867 Tincup Circle 

Boulder, CO 80305 

303-494-154 

www.alkolwicz.net 

AlKolwicz@qwest.net 
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If you don't know where you are going,  
any road will get you there. 
 

Lewis Carroll, English author, mathematician, logician,  
clergyman and photographer. 

 

 

 

 

When you come to a fork in the road, take it. 

Yogi Berra. US baseball player, coach, & manager. 

http://en.wikipedia.org/wiki/England
http://en.wikipedia.org/wiki/Author
http://en.wikipedia.org/wiki/Mathematics
http://en.wikipedia.org/wiki/Logic
http://en.wikipedia.org/wiki/Clergyman
http://en.wikipedia.org/wiki/Photography
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Problem Analysis 

 

Expected performance = specifications, not wishes 

Actual performance = measurements, not feelings 

Correction desired = commitment of resources, not cover-up and 
explain-away 

Technique 

1. Define the problem’s title and deviation statement. 

2. Specify the problem: what, where, when, magnitude -- IS and IS 
NOT. 

3. Generate possible causes from distinctions and changes. 

4. Test for the most probable cause. 

5. Verify the true cause. 
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Decision Analysis 

 

Making good choices depends on the quality of three elements: 

1. The definition of what is to be accomplished.   
2. The evaluation of alternatives.  
3. The understanding of what each alternative can produce – for 

better or worse. 
 

Technique 

1. Create the decision statement – name of the decision including its 

constraints. 

2. Objectives of the decision – MUSTS and WANTS (weighted).  What 

is the decision to accomplish? 

3. Identify alternatives. 

4. Evaluate alternatives --meets all MUSTS or NO GO.  Relative score 

alternatives – which ones best meet the objectives? 

5. Examine the consequences of alternatives – potential risks?       
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Preferred method of problem solving 

 

    Define    Identify       Evaluate     Choose 

   Problem       Alternatives    Alternatives 

 

FINISH 

START 
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Never-ending method of problem solving. 
 
   Define    Identify         Evaluate     Choose 

   Problem       Alternatives      Alternatives 

 
START 

SO FAR 
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ELECTION SYSTEM REQUIREMENTS 

 

Accurate 
Accessible   
Verifiable  
Reliable  
Secure  
Transparent  
Accountable  
Anonymous  
Secret ballot  
Intimidation free  
No vote selling/buying  
No Illegal electioneering 
Cheap 
Fast  
Convenient 
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ELECTION SYSTEM  PHASES 
 

I 

Continuous  Activities 

II 

Preparation 

III 

Vote 

IV 

Interpret & Count 
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ELECTION SYSTEM PROCESSES 
I - Continuous election activities 

Statutes & rules 
Districting 

Voter registration 
State certification testing 

 County acceptance testing 

II - Election preparation 

Ballot qualification 
Appoint & train personnel 
Select & prepare facilities 

Prepare equipment 
Prepare ballots 

Prepare materials 
 Transport 

 Pre-election test - LAT 

III - Vote 
Apply to vote  

Verify voter eligibility 
Issue ballot (paper, electronic, provisional) 

Record in poll book (voter-id, ballot-id) 
Mark and verify votes 

Reject ballot 
 Cast ballot (separate ballot and stub) 

IV - Interpret and count votes 

Duplicate ballots 
Interpret votes 

Count votes 
Post election audit 

Recount 
Canvass ballots, voters and votes 

 Consolidate totals 
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ELECTION SYSTEM ACTORS 

Voters 

Contestants 

Candidates 

Issue committees 

Independent oversight 

Canvass Boards 

Election Judges 

Private sector experts 

Department of State  

Secretary of State 

CDOS Staff 

Title Board 

County 

Clerk & Recorder 

County Elections Staff & Temps 

Independent Suppliers 

Equipment suppliers 

Printing & mailing suppliers 

Voter registration database suppliers 

State Legislature 

Senators 

Representatives 

Reapportionment/Redistricting  

Legal services 

Judicial System 

Federal Government 
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ELECTION SYSTEM OBJECTS 
Election definition 

Voting equipment inventory & deployment 
Precinct voter registration lists (paper - electronic) 

Poll books (paper - electronic) 
Application to vote 

Ballots (paper - electronic) 
Ballot stubs 

Electronic ballot boxes 
Vote marking equipment - (pen - printer - electronic w/VVPAT)  
(verify, count, cast) 

         Voter operated scanner with ballot box  
         (verify, count, cast) 

Drop box (envelopes with voter ID) 
Ballot box (anonymous ballots) 

Staff operated scanner (interpret, count) 
Operating reports and logs 

Computer files 

Election summary report (batches, ballots, é) 

Abstract of votes - (precinct, media, method, contest ï  
contestant, over, under, ambiguous) 

Trusted build reports 

Logic & Accuracy Test Report 
Post Election Audit Report 

Ballot Inventory report 
Election judges reports (independent, staff) 

Poll watcher reports 
Bi-partisan canvass board report 
Statewide abstract of votes 

 



Elections Forum Jan 3, 2008 [Al Kolwicz]    [Page 22 of 60] 

  

 

From : Al Kolwicz [mailto:alkolwicz@qwest.net]  

Sent:  Monday, September 25, 2006 12:55 PM 

To:  Michael Coffman; Ken Gordon (ken@kengordon.com) 

Cc: Gigi Dennis (gigi.dennis@sos.state.co.us); Lowell Finley (lfinley@wwc.com); Paul Hultin 

Subject:  URGENT PLEA: SOS Candidates Mike Coffman and Ken Gordon - Start Now. 

 

TO:  Secretary of State Candidates Mike Coffman and Ken Gordon: 

The attached call for action is a plea that you, cooperatively or individually, appoint a person or persons to 

begin work immediately on a plan to comply with Judge Manzanaresô orders regarding voting equipment 

standards and certification. 

One of you will be our next Secretary of State.  If you wait until the election results are decided, to begin 

development of the compliance plan, it is highly unlikely that the 2008 elections will be improved.  There 

just wonôt be enough time. 

Please let us know what we can to do assist. 

 

 

Al Kolwicz 

CAMBER ï Citizens for Accurate Mail Ballot Election Results 

2867 Tincup Circle 

Boulder, CO 80305 

303-494-1540 

AlKolwicz@qwest.net 

www.users.qwest.net/~alkolwicz  

www.coloradovoter.blogspot.com  

 

CAMBER is a dedicated group of volunteers who are working to ensure that every voter gets to vote once, every 

vote is counted once, and that every ballot is secure and anonymous. 

http://alkolwicz.com/Documents/Start%20now.doc
mailto:AlKolwicz@qwest.net
http://www.users.qwest.net/~alkolwicz/
http://www.coloradovoter.blogspot.com/
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CALL FOR ACTION September 25, 2006  

Colorado must specify security standards  and recertify voting equipment  

CAMBER recommends that both SOS candidates, Coffman and Gord on, start today.  

CAMBER hopes that both candidates for Colorado Secretary of State, Mike Coffman and Ken 

Gordon, are thoughtfully considering their plans to meet the spirit of Judge Manzanaresô 

order regarding voting system standards and certification.   The remaining months between 

today and the swearing - in ceremony might mean the difference between compliance and 

non -compliance with the judgeôs order. 

In order to actually affect the quality of the 2008 elections, certain tasks must commence 

immediately.  CAMBER strongly recommends that Coffman and Gordon immediately, 

cooperatively or individually, develop a detailed plan for on - time implementation of the 

judgeôs order.  The plan must be prepared now, by the candidatesô hand-picked experts, 

with the full coo peration of the Secretary of Stateôs office.  At a minimum the major to -do 

items must be identified and critical dates established.  Planning for compliance will be 

complex and time consuming.   It requires interaction with the election  equipment vendors, 

the federal Election Assistance Commission, the Colorado legislature, the county election 

officials in 64 counties ( in the midst of an election ) , and various Independent Testing 

Authorities.   It will require recruiting of volunteer public sector experts to ensure a high 

quality plan and final work -product.   And development of the plan must include time for 

public participation and for supplemental funding authorization.  

Scope of the effort 

The system problems alleged during the trial, and acknowledged by Jud ge Manzanares, 

began long before Gigi Dennis took office.  Since taking office, however, Dennis has failed to 

acknowledge and address the problems.   Just  this year, Dennis had an opportunity to 

address certification problems  that were documented  in a forma l HAVA Complaint.   Instead, 

she defended herself and staff.  Dennis might  prepare  a document to  minimally meet the 

letter of the court order, but that  fails to solve the security and certification problems.   This 

is because the court did not order that the  standard  must be effective, only that it meet the 

very low, self - imposed, criteria  of the administrationôs amateurs.  More importantly, what 

the court identified as ñinadequate standards and certificationò is actually only a symptom of 

more fundamental pr oblems.   Production of a security plan (even a good one) will not 

address the root cause s of the more fundamental problems which include:   

Lack of accountability  

Experience has demonstrated that election officials are not the best people to perform the 

dut ies that they are assigned to oversee.   In the first place, almost none of Coloradoôs 

election officials are knowledgeable in the areas of computer security, systems validation 

and verification, and statistical methods.  (Yet many pretend that they are.)   Tasks 

requiring these specialties are better outsourced to competent private sector experts.  Even 

well -meaning amateurs place our entire system of representative government at risk.   
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Conflict of interest  

Secondly, election officials have demonstrated th at their interests in the election system 

conflicts with the public interest .  The public expects and deserves verifiably secure, 

accurate, anonymous, and transparent  voting systems with  strong accountability.   Officials 

want to avoid embarrassment.   They  and equipment vendors are threatened by  verifiability 

and transparency.   Officials have twisted election laws and rules to serve the interests of 

themselves and vendors, rather than the interests of candidates and voters.        

Unchecked power  

Officials ha ve inappropriately used their power to block public demands for verifiably secure, 

accurate, anonymous, and transparent  voting systems with  strong accountability.    They 

disregard and even attack knowledgeable public sector experts.   When officials conduct  

public hearings, they do not respond to public input and refuse to participate in needed 

debate.   They refuse to subject their work to critical review.  To prevent oversight, they 

donôt collect data needed for independent oversight; when they do collect it they refuse to 

disclose it; and when they must disclose it they charge exorbitant fees.   

Further, officials unfairly influence the development of election laws and rules by 

misrepresenting their own expertise and, occasionally, by misrepresenting the fa cts.  The 

Secretary of State acts as defendant, judge and jury.   The Attorney General represents  the 

administration, not the people.   Judicial remedies are severely limited because of time  

limitations, inadequate performance standards , and separation of po wers.  T here is pressure 

to not disrupt an upcoming elec tion ; election  laws protect officials from accountability by 

distributing responsibility and require only ñsubstantial compliance ò; and, the courtôs power 

is to enforce, not to create, laws and standa rds.   

Evidence  

During the trial, attorneys and the judge referred to HB04 -1227 .  In 2004, when th is bill 

was considered by the legislature, election officials used their unchecked power to brush 

aside the warnings and recommendations of public sector expe rts.  And they 

misrepresented facts to force adoption of the faulty regulation.   The paragraphs below 

capture key phrases from illustrative  documents.   

March 7, 2004 --  CAMBER to  Represe ntative Dave Schultheis  RE HB04 -1227  

-  ñéthe bill grants to the Secretary of State new powers that are not restricted and 

are not subject to checks and balances.   Take for example the topics of testing and 

certification.   There are no criteria, other than  a passing reference to the FEC 2002 

standards (p12, 14 -22).   This standard has not gained professional support, and 

computer professionals consider this standard to be entirely inadequate.   It is unfair 

perhaps to say this, but it appears that people who have little technical 

understanding are attempting to impose their power and their bad judgment upon 

the public.ò 

 

http://alkolwicz.com/Documents/HB%2004-1227%20Al.doc
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April 20, 2004 ï CAMBER et al to Senators  RE HB04 - 1227 ï ñThe certification 

standards proposed in 1 -5-615 are inadequate and must be repaired before voting 

equipment is certified and purchased against this standard.  

 They are not quantitative.  
 They do not separate the components of a voting system in a way that can be 

tes ted.  
 They do not ensure that poll watchers have access to the data needed to do their 

job.  
 There are no requirements for privacy, audit, transparency, verifiability, 

accuracy, security, or reliability.  
 They are not precise ï for example 1 -5-615 (c) implie s that the voter can verify 

their votes before they cast their ballot, but the actual bill does not require this.   
With electronic votes there is no way for voters to verify their votes.  

 Letter (l) prohibits modern vote marking equipment, since this equipm ent does 
not count votes.  

 Letter (p) is deceptive since the ñrecordò is not a ballot, but rather a summary of 

what the machine recorded and not necessarily what the voter intended.   A 
recount under this system recounts the incorrect votes.   This serves no useful 
purpose in a recount.ò 
 

April 28, 2004 ï CAMBER to Senators  RE HB04 - 1227  ï ñTwo days ago, the SOS 

persuaded the Senateôs State Affairs committee to reject amendments that would 

help protect votersô rights.  SOS did this by testifying that HAVA funding would be 

lost if the amendments were adopted.   Some Senate committee members said, 

before they voted, that this threatened loss of HAVA funding was cruc ial to their 

voting decision.ò 

And, ñHB 1227ôs language is ambiguous and confusing.  It is bad legislation that will 

likely end up in court.ò 

May 5, 2004 ï CAMBER to Governo r Owens  RE HB04 - 1227  -  ñHB 04-1227 

should be vetoed.ò   

Summary  

The problems acknowledged by the court were well understood and documented in 2004 ï 

before they happened.  Election officials used their power to silence the experts.    

In order to actually affect the quality of the 2008 elections, certain tasks must commence 

immediately.   We recommend:  

1.  Candidates Coffman and Gordon should immediately, collectively or independently, 
develop a detailed plan for on -time implementation of the judgeôs order.   
 

2.  The plan should address (a) the standards and certification issues identified in the 
order, and (b) the reforms needed to make the Secretary of Stateôs office 
accountable and subject to independent oversight.  

 

http://alkolwicz.com/Documents/HB%2004-1227%20Senate.doc
http://alkolwicz.com/Documents/HB%2004-1227%20Second%20Reading%20Senate%20-%203.doc
http://alkolwicz.com/Documents/HB%2004-1227%20Governor%20Owens.doc


Elections Forum Jan 3, 2008 [Al Kolwicz]    [Page 26 of 60] 

Because of the complexity of the effort, the fa ct that the Secretary of State is leaving office, 

and the long lead -times involved, we strongly recommend that the candidates immediately 

begin the planning effort.   One of them will be our next Secretary of State and responsible 

for adopting and executing  the plan.  

Al Kolwicz 

CAMBER ï Citizens for Accurate Mail Ballot Election Results 

2867 Tincup Circle 

Boulder, CO 80305 

303-494-1540 

AlKolwicz@qwest.net 

www.users.qwest.net/~alkolwicz  

www.coloradovoter.blogspot.com  

 

CAMBER is a dedicated group of volunteers who are working to ensure that every voter gets to vote once, every 

vote is counted once, and that every ballot is secure and anonymous. 

mailto:AlKolwicz@qwest.net
http://www.users.qwest.net/~alkolwicz/
http://www.coloradovoter.blogspot.com/
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From:  Al Kolwicz [mailto:alkolwicz@qwest.net]  

Sent:  Monday, February 12, 2007 12:49 PM 

To:  Michael Coffman 

Cc: Jonathan Tee (Jonathan.Tee@SOS.State.CO.US); Dan Kopelman 

(Dan.Kopelman@SOS.STATE.CO.US); Colorado Voter Group (ColoradoVoter@googlegroups.com); Sheila 

Horton (sheila.horton@att.net)  

Subject:  Feb 15th Public Meeting 

Dear Mr. Coffman, 

I received your note and hope that you will have the secretary of the meeting read the following into the 

record of the Public Meeting on February 15th.. 

Thank you for your invitation to make a ten minute presentation at the Pubic Meeting on February 15th. 

 Please know that I am committed to do what I can to support the successful reform of our election 

system.  I and my colleagues have spent many years fighting for trustworthy elections.    

I look forward to the opportunity to sit down and discuss each issue, as we see it, with you. 

 Unfortunately, I am unable to cancel an all day professional commitment on February 15th.  Also, as we 

previously discussed, ten minutes is nowhere near adequate to describe the issues with electronic 

voting equipment.  We believe that it would do a great disservice to you and the voters for us to 

attempt to summarize this issue in a ten minute presentation.  Among other things, we are concerned 

that by doing so it might be interpreted that we had actually had an opportunity to address our 

concerns.    

As a suggestion for the meeting, we hope that you will keep in the forefront of your mind the following: 

1. The most critical problem with DRE voting equipment is not the equipment itself; it is the digital 
ballots that they produce.   
 
By eliminating the digital ballot, as is done in the AutoMark device, the best aspects of electronic 
voting equipment can be exploited.  AutoMark is not a perfect solution, but it is the correct 
direction.  We have written a DECLARATION FOR ELECTION QUALITY that summarizes this 
position – see http://www.coloradovoter.net/DeclarationforQualityElectionsNov212003.pdf .  
This declaration has been endorsed by the Boulder County Republican, Democratic, Green and 
Libertarian Parties. 
 

2. More broadly, the most critical problem with the Colorado election system is the lack of 
agreement as to the “musts” and “wants” of the system.   
 
We believe: “The ELECTION SYSTEM MUST be:  (1) secure, (2) accurate, (3) verifiable, (4) 
anonymous, (5) transparent, and (6) accountable.  Until the “musts” are precisely defined, 
widely agreed to, and quantified, election systems cannot be measured and should not be 
certified. 

http://www.coloradovoter.net/DeclarationforQualityElectionsNov212003.pdf
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The attachment to this email contains eight (8) pertinent documents. These documents represent only a 

tiny fraction of the volumes of data that we have published.  We hope that you and your staff will 

include them in the Public Meeting record and, most importantly, review these documents before the 

meeting as they can help you to interpret what is said during the meeting. 

I look forward to another opportunity to sit with you and discuss Colorado elections. 

Al 

Attachments (KOLWICZ.ZIP): 

            11-16-2003        Declaration for Election Quality 

            05-05-2004        HB04-1227 Governor Owens 

            12-26-2004        Kolwicz_EAC_Comments 

01-01-2005        Simons_EAC_Comment 

05-28-2005        Veto SB-198 and SB-206 

09-29-2005        Sep 29 2005 Kolwicz to Eustis 

07-10-2006        Rob Corry ï SOS re: Boulder 

07-24-2006        PROPOSED platform ï elections 

11-10-2006        Prospective advisors ï list 1 

             

 

Al Kolwicz 

CAMBER ï Citizens for Accurate Mail Ballot Election Results 

2867 Tincup Circle 

Boulder, CO 80305 

303-494-1540 

AlKolwicz@qwest.net 

www.users.qwest.net/~alkolwicz  

www.coloradovoter.blogspot.com  

 

CAMBER is a dedicated group of volunteers who are working to ensure that every voter gets to vote once, every 

vote is counted once, and that every ballot is secure and anonymous. 

 

mailto:AlKolwicz@qwest.net
http://www.users.qwest.net/~alkolwicz/
http://www.coloradovoter.blogspot.com/
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Date: May 30, 2007 

 

RE:  Mission 

 

TO:  Mike Coffman 

  Secretary of State 

  Colorado Department of State 

 

 

FROM: 

 

Colorado Voter Group 

2867 Tincup Circle 

Boulder Colorado 80305 

303-494-1540 
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Mike,           Page 1 of 2 

You are sitting on a phenomenal opportunity to fulfill your campaign promise to regain the public’s trust 

by reforming Colorado’s broken election system.  Voters and contestants from all political parties are 

increasingly distrustful and frustrated with the way things are going.  We are counting on you to use 

your time in office to set a new direction.   

Not all election system problems are under your direct control, but many are.  And for those that are 

not, your leadership carries influence well beyond your statutory authority.   

We’re reluctant to highlight a few examples, in fear that they will distract attention from the others.  

Nonetheless, consider the following three, which are backed up by records: 

1. Customer relationship problems. 
  
Voters elected you to represent their interests.  They see you as their advocate -- a policy innovator 
who is willing to do the right thing.  They view themselves as your customer and you as their 
supplier.  They expect you to represent their wants and needs.  The department operates as a legal 
monopoly; there is no alternate source.   
 
For example, some of your customers want to openly discuss product quality.  They identify flaws 
and opportunities for improvement.  At least in our case, these discussions are not happening.  Our 
written concerns are not answered.  We are excluded from meetings where we might meaningfully 
contribute.  And, as far as we can see, you have not stood up for us against the bureaucrats. 
 
Bureaucrats and County Clerks did not elect you.  But, they expect you to protect their interests 
above all others.  They want to be your only customers.  They expect you to serve their interests, to 
enforce their closed door practices, and protect them from public scrutiny and the law.  This 
competition for your allegiance is destructive. 
 
Is it your intention to represent the people who elected you or the bureaucrats that you inherited?  
Where do you spend your time?  Where do you get your information?  What are your priorities?  
Will you seek a way to give a meaningful voice to the public? 
 

2. Accountability problems. 
 
Currently, the bureaucrats involved with elections enjoy absolute power.  They can do whatever 
they want, and they are accountable to no one.  Arbitrary dictates, secrecy, and legal shenanigans 
are the norm in policy-making, rule-making, and complaint handling.  Statutory opportunities for 
people to speak are tolerated, but meaningful dialog and scientific inquiry are not tolerated. 
 
For example, tƘŜ ŘŜǇŀǊǘƳŜƴǘ ƛǎ ƴƻǘ ŜƴŦƻǊŎƛƴƎ ǘƘŜ ŎƻŘŜ άvǳŀƭƛŦƛŎŀǘƛƻƴǎ ŦƻǊ wŜƎƛǎǘǊŀǘƛƻƴέΣ /ΦwΦ{Φ м-2-
млмόмύΣ ŀǎ ǊŜǉǳƛǊŜŘ ōȅ άtƻǿŜǊǎ ŀƴŘ 5ǳǘƛŜǎέΣ /ΦwΦ{Φ м-1-107(1)(b).   Offers to improve the SCORE 
project have been outright iignored and the project has gone secret.  Citizen objections are dismissed 
with no fair opportunity for appeal.  While the department meets privately with clerks, it adamantly 
refuses to openly discuss issues with the public.  The effect of this is to align the clerks and the 
department against the public rather than working with the public. 
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Clerks and bureaucrats sit in judgment of their own decisions and their own performance.  People 
and groups with legitimate grievances against the system are silenced, or forced to seek relief in 
courts that are very expensive and disinclined to take action against the government.  The people’s 
voices are thus muted. 
 
Is the system working as you want it to operate?  Do you think it wise to operate free from 
independent public oversight?  What quantitative standards do you enforce?  What role do you 
think the public should play?    
 

3. Quality problems.   
 
The Colorado Department of State is dangerously deficient in skills needed for: systems 
development, measurement, public participation, problem management, security, testing, audit, 
and others.  Election system technology has passed way beyond the technical expertise of most 
clerks and bureaucrats.  Out of fear, they refuse to interact with a public that includes people with 
far more knowledge than their own.  And they get away with it.  You can help to move them past 
this fear.   
 
For example, the re-certification currently  ǳƴŘŜǊǿŀȅ ŘƻŜǎ ƴƻǘ ŎƻƳǇƭȅ ǿƛǘƘ /ƻƭƻǊŀŘƻΩǎ ƻǿƴ ŜƭŜŎǘƛƻƴ 
statutes and rules, is being administered in a way that is horribly rude to the public, and has 
inadequate systems verification and validation knowledge to yield meaningful conclusions about the 
integrity of the voting systems.  Unless corrected immediately, this certification process will cause 
long term harm to Colorado voters. 
 
Colorado enjoys one of the most technologically sophisticated workforce and research capabilities in 
the country.  It has a highly engaged citizenry who are deeply interested in the purity of elections.  It 
is unconscionable that these resources are not being recruited and applied to create the “gold 
standard” for trustworthy and fair elections.  
 
Do you believe that department staff is more competent than the private sector?   Why have you 
not reached out to us to use our private sector expertise?  Are you committed to creating one of the 
USA’s best election systems?  Would you recommend that IRAQ adopt Colorado’s current voting 
system? 

 

You need not fear that we represent some self-serving special interest.  The self-serving special interests 

in elections are the manufacturers, and the elected officials and their staffs.  In order to sell equipment, 

get re-elected, and keep their jobs, they do whatever it takes to avoid any association with mistakes or 

election problems.  We, on the other hand, have only one motive and it is pure.  We want high quality 

elections.  We have no other agenda. 

We public advocates are currently expending our valuable energy trying to neutralize the detrimental 

effects of bad department policy, lack of transparency, and no oversight.  You and we need to be 

working cooperatively, not as adversaries – we as valued customers and you as our preferred supplier.   

You have the authority and the opportunity to turn things around.  The timing is right.  May we help you 

to choose the correct goals and objectives, increase transparency and quality, and make use of 

Colorado’s wonderful technology resources? 
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Mr. Mike Coffman 

Secretary of State 

Colorado Department of State 

 

June 18th, 2007 

Dear Mr. Coffman: 

 RE:  Department of State Policy 

We and our colleagues have expended a great deal of energy attempting to contribute our knowledge to 

the Colorado Department of State.  We are disappointed by the department’s lack of response to our 

communications.   

Perhaps it would help if you were to precisely explain department policy regarding transparency 

(including independent oversight) and accountability.   

It is our opinion that the Department is not performing its duties in a manner that is accountable to the 

people or the law, and does not conduct public business in a transparent manner that allows oversight.  

Staff is running roughshod over the public, working to circumvent the law, giving preferential treatment 

to clerks and vendors, and not performing its duties. 

For example, as evidenced in several of the following communications, we have been trying to observe 

and verify the entire court ordered voting system re-certification.  As you will see, the department has 

not provided us with access to the process.   We are concerned that the department strategy is to ignore 

our requests until the certification has been finalized, and our only opportunity to participate in the 

decision making process will be through the court system. 

Some of the other communications deal with major public policy issues that require immediate 

departmental reforms.  Many of these problems have reached the boiling point.  Simply ignoring them, 

or unilaterally decreeing that the pubic is wrong, will no longer work.   

 June 1 – PRESS TIP - County Clerks to meet secretly with voting equipment vendors 

 May 30 – CDOS Mission, Colorado Voter Group to Mr. Coffman 

 May 30 – Objection to adoption of rules, CAMBER to Rudy 

 May 25 – Certification questions and concerns, Colorado Voter Group to Tee 

 May 5 – Objection to Hobbs’ May 1st ruling to prohibit testimony, Kolwicz to Hobbs 

 May 3 -- HART demonstration was deficient, Kolwicz to Kopelman 

 May 3 – Complaint re: certification and HART, CAMBER to Mr. Coffman 

 May 1 – Rule process complaint and hearing input, CAMBER to Mr. Coffman 

 April 26 – Certification process questions, Kolwicz to Tee 

 April 25 – Non-anonymous voting, Colorado Voter Group to Mr. Coffman 

 April 25 – Access to complete certification, Colorado Voter Group to Tee 

 April 12 – Senate bill 234 objections and data, CAMBER to Mr. Coffman 

 April 11 – Request to oversee certification, Colorado Voter Group to Mr. Coffman 

 March 28 – Request to oversee certification, Colorado Voter Group to Mr. Coffman 
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 March 7 – Statewide voter database, CAMBER to Mr. Coffman 

 February 12 – Re Feb 15th Public Meeting, CAMBER to Mr. Coffman 

 January 12 – Certification rulemaking, CAMBER to Hobbs 

 November 22, 2006 -- Post Election Audit – Boulder County General Election, November 7, 2006, 
Boulder County Republicans to Ms. Gigi Dennis 

 November 16, 2006 – Eagle County Canvass Board and Audit,  
Mr. Branscomb, Eagle County Democratic Party Canvass Board member. 

 September 25, 2006 – Call for Action, CAMBER to Mr. Coffman and Mr. Gordon 
 

Violations that disqualify vendors from Colorado certification  

We believe that there are valid reasons that the voting systems currently offered for certification should 

be denied certification.   If the department truly intends to fulfill its statutory duty to protect the purity 

of Colorado elections, then these systems must not be certified until known defects and deficiencies 

have been corrected.    

The following is not intended to be complete, although it is intended to be accurate. 

The following violations of Colorado Election Code and Election Rules are occurring during the current 

court ordered re-certification: 

1. Hart, Diebold, Sequoia, and ES&S each failed to submit a “voting system” for certification as 
required by: 
 

a. 45.1.18 – “VSTL” means a voting system testing laboratory …testing on a voting system. 
b. 45.2.1.1 -- … no single component of a voting system … meets the definition of a voting 

system. 
c. 45.2.1.2 -- … system as a whole to meet the requirements as described for a voting system … 
d. 45.3.1 – The voting system shall be considered as a unit … 
e. 45.3.2 – to pass certification … demonstration of the system; and functional testing of the 

voting system which shall demonstrate substantial compliance with the requirements of this 
rule, Colorado Election code … 

f. 45.5.2.1.1 Functional requirements shall address any and all detailed operations of the 
voting system related to the management and controls required to successfully conduct an 
election on the voting system.  

g. 45.5.2.1.2 including (f) Conduct an election and meet additional requirements as identified 
in this section for procedures for voting, auditing information, inventory control, counting 
ballots, opening and closing polls, recounts, reporting, and accumulating results as required 
herein;  

h. 45.6.1.1 … shall demonstrate the exact proposed voting system …  
i. 45.6.1.2 … presentations should be prepared to address and demonstrate with the specific 
system …(i) processing ballots … (m) canvass process handling … (o) certification of results … 

A voting system must include all of the components and elements needed to successfully conduct an 

election.  This includes the total combination of mechanical, electromechanical, or electronic 

equipment as well as practices and associated documentation.  Not all components need to be 

provided by any one manufacturer, but components must demonstrably interoperate as a system.  

Colorado election rules require that all components be tested as a unit and at the same time.   This 
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is the time to ensure that the entire system operates properly (accurately, reliably, accessibly, 

transparently, securely, verifiably, privately, anonymously, and accountably). None of the vendors 

demonstrated such a system.   

A sample voting system diagram is attached as figure 1, and a sample election process as figure 2.  

Note that the system diagram includes mandatory system components needed for security, 

verifiability, and transparency, such as jurisdiction definition, inventory control, voter eligibility 

determination including signature verification, poll watching and canvassing.  Without these key 

voting system components, no successful election can be conducted.    

2. Each of the vendors was unable to demonstrate the required export on demand of all election data.  
See 45.5.2.1.7. 
 

3. Each of the vendors was unable to demonstrate the required trusted build verification.  See 
45.5.2.3.12. 
 

4. With the exception of the AutoMark device by ES&S, each of the vendors was unable to 
demonstrate the required ability for blind voters to verify their votes on the verifiable paper ballot.  
See 45.5.2.9. 
 

5. Each of the vendors was unable to demonstrate compliance with Article VII section 8 of the 
Colorado Constitution which requires an anonymous ballot.  This means that the voter cannot 
identity their own ballot, and nobody else, including insiders, can identity a particular voter’s ballot. 
 

6. Each of the vendors was unable to demonstrate they could stop people from voting who did not 
meet all of the requirements for voting.  See 1-7-103 C.R.S. 

 

There are many more details, but the above six items above are sufficient reason to: 

 deny certification to all vendors because they did not offer a complete system 

 deny certification of the current DRE voting machines 

 proceed with certification testing of the AutoMark 

 deny further certification testing the optical scan products that cannot meet the anonymity 
requirements of the Colorado Constitution (at least the HART system cannot meet this 
requirement.) 

 

One cannot assure the security of the ballot box, because there is no component offered that performs 

this function.  Yet, without this function being carefully integrated into the system, the system cannot be 

used to conduct a reliable election. 

Even if an external voter identification/eligibility capability is identified, the eligibility functions must be 

integrated into the system in order to prove that every eligible voter is given the opportunity to vote 

once and only once (and no ineligible voter is permitted to vote at all), and every eligible vote is counted 

once and only once as the voter intended (and no ineligible vote is counted at all), and every vote is 

anonymous (from the voter as well as to everybody else including insiders). 
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Summary 

It is vital that the Department of State deny certification to the voting systems currently undergoing 

certification testing until the manufacturer demonstrates their offering as part of an integrated election 

system that conforms to code and the election rules.  We are anxious to participate in the decision to 

certify or not to certify these voting systems.   

The broader issues are transparency and accountability.  We are anxious to learn if the Coffman 

administration intends to represent the public or does it intend instead to favor the clerks and vendors.  

Does it intend to transparently engage the public, or does it intend to support the current closed 

policies?  Does it intend to hold staff accountable to fulfilling the intention of the law, or does it intend 

to support staff in its efforts to circumvent the law? 

We have reached a tipping point.  It is time for the department to engage the public, or for the pubic to 

engage the department. 

 

Al Kolwicz   Harvie Branscomb  Chuck Corry 

Boulder County   Eagle County   El Paso County 

AlKolwicz@qwest.net   harvie@media.mit.edu   ccorry@ejfi.org  

 

Colorado Voter Group 

2867 Tincup Circle 

Boulder, CO 80305 

303-494-1540 

cc:   

Senator Peter Groff, State, Veterans, & Military Affairs, peter.groff.senate@state.co.us  

Rep. Paul Weissmann, State, Veterans, & Military Affairs, reppaul@aol.com  

Jonathan Tee, Colorado Department of State, Jonathan.Tee@SOS.STATE.CO.US  

Paul Hultin, Wheeler Trigg Kennedy LLP, hultin@wtklaw.com  

mailto:AlKolwicz@qwest.net
mailto:harvie@media.mit.edu
mailto:ccorry@ejfi.org
mailto:peter.groff.senate@state.co.us
mailto:reppaul@aol.com
mailto:Jonathan.Tee@SOS.STATE.CO.US
mailto:hultin@wtklaw.com
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Figure 1 – Sample Election System 
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Each election system must verifiably ensure that: 

 every eligible voter is given the opportunity to vote once and only once (and no ineligible 
voter is permitted to vote at all), and  

 every eligible vote is counted once and only once as the voter intended (and no ineligible 
vote is counted at all), and  

 every vote is anonymous (from the voter as well as to everybody else including insiders). 
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Figure 2 – Sample Election Processes 
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Each and every component and process and all data must be: 
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 Transparent 

 Secure 

 Verifiable 

 Private 

 Anonymous 

 Accountable 
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June 26, 2007  

 TO: Colorado Voter Group  
 
SUB: Harmonizing expectations!  
 
It is no secret that election officials and voting system public advocates are not working 
together. It is vital that growing hostility and distrust be redirected into positive 
collaboration. The alternative is not pretty.  
 
Key to finding a solution is an understanding of the root cause of the problem. We believe 

the fo llowing to be the root cause.  
 
Problem: Conflicting expectations  
 
On almost every election system topic there is a difference in expectations between election 
officials and voting system public advocates.  
 
The problem has existed for at least eight year s (perhaps forever). It is present before, 
during and after elections. It exists at the federal, state, county and municipal levels. It is 
actively interfering with todayôs achievement of objectives for high quality and trustworthy 
elections.  

Think about it. When public advocates have a conflict with election officials, it invariably 
results from a fundamental disagreement over expectations. Public advocates think that 

officials are supposed to be doing ñXò while officials think that they are supposed to be 
doing ñYò. 
 
Take Coloradoôs voting system certification test underway as an illustration. Public 
advocatesô expectation for what it takes to certify a voting system is not the same as that of 
officials. Public advocates criticize officials for not doing what advocates believe to be vital 

requirements of election code and rules. Driven by a different set of priorities, officials treat 
these criticisms and complaints as irrelevant.  
 
From the perspective of the public advocate, the issues never get resolved . Worse, there is 
no mutually acceptable process for resolving these differences in expectations. Currently: 
(a) officials unilaterally dictate unacceptable decisions, or (b) officials simply ignore public 
advocates.  

 
There is a way to solve the ñconflicting expectationsò problem. We call it ñharmonizing 
expectationsò. 
 
Solution: Harmonizing expectations!  
 
1.   Domains of mutually accepted expectations  must be identified including:  

  Relationships between players. Who are the actors, what is their role, who  decides? 
Who are the customers and who are the suppliers?  

 Transparency and participation. What is open and what is closed? How to achieve 
access in a timely manner ï without disruption, and before irreversible commitment? 
How to achieve a dialog between p ublic advocates and officials?  

 Accountability. How to achieve independent oversight? How to achieve independent 
judgment? Who is responsible for what?  



Elections Forum Jan 3, 2008 [Al Kolwicz]    [Page 39 of 60] 

 Performance priorities. Prioritized list of election system performance expectations, 
precise definitions , how measured, and acceptable performance range? 
Consequences?  

 
2.   A process for harmonizing expectations must be created and formalized.  

 It must be mutually acceptable to public advocates and officials.  

 It must be subject to independent oversight.  

 It mu st produce measurable expectations.  

 It must be instituted immediately.  

 

Secretaries of State are required to act within the boundaries of the law. Officials believe 
that legal restrictions may limit their ability to collaborate. In Colorado, we believe tha t 
ways can be found to get the right things done.  
 

  Step one is for the Secretary of State to acknowledge the problem and the 
immediate need to harmonize expectations. OpEd?  

 Step two is for the Secretary of State and the Colorado Voter Group to recruit a 
mutually acceptable volunteer independent moderator(s) who will ensure a fair 
debate and who will serve as editor of the work products.  

 Step three is for the moderator to oversee negotiation of a process to harmonize 
expectations.  

 Step four is for the mo derator to oversee the development of harmonized 
expectation agreements.  

 Step five is for the Secretary of State to implement the expectation agreements.  
 
Implementation of these steps will produce a durable improvement in the way that voting 
system public  advocates and election officials work together. It will also provide the basis 
for increased voter confidence.  
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Colorado Voting Equipment Certification   

Colorado's court -ordered certification of voting systems is in default.    

Department of State personn el have failed to comply with their own Voting System State 

Certification Program .   

To cover up,  management has  erected a wall of secrecy surrounding the process and 

refused to answer  valid public inquiries.    

It is well documented that the voting systems undergoing certification testing are severely 

defective.   To minimize the negative impact of these defective systems on the 2007 and 

2008 elections the department must stop dilly dall ying around, now!  

It appears that  staff and independent testers have  failed to detect  proven defects.   Is the 

department withholding information to cover up testing and system  inadequacies?  

Is the Colorado Department of State  working in the best interests of Colorado voters?   Or 

are they working in behalf of election officials and  voting  equipment suppliers?    

Who is accountable for this travesty and what will be done about it?   More importantly, 

when will Colorado Secretary of State, Mike Coffman, publicly  acknowledge the facts about 

the certification problems and  consult with members of the Colorado Voter Group?    

There is a workable solution that will minimize the potential damage by the untrustworthy 

voting equipment.   California has adopted a variation of this solution.    

Who's accountable?   What is Colorado doing about California - reported vulnerabilities?   Will 

Colorado rely on the discredited work of  a test vendor?    

 December 10, 2007 --  JBC -  appeal for reconsideration of denial  
 December 9, 2007 --  JBC - denial of request to be heard  
 December 7, 2007 --  PRESS -  Certification results due December 17, 2007  
 December 7, 2007 --  JBC - request to be heard  
 December 7, 2007 --  Senator Gordon - request to be heard  
 December 7, 2007 --  Certification results will be announced on Dec 17, 2007   
 November 16, 2007 --  My client does not believe a meeting would be productive.    
 Novem ber 14, 2007 --  Can we meet Thursday or Friday?  
 November 14, 2007 --  Set a date for review of the records.  
  November 13, 200 7 --  Restatement of urgency  
 November 13, 2007 --  Waiting for permission from client.  
 November  12, 2007 --  Request to meet.  

 November 12, 2007 --  Request  face - to - face meeting  
 October 19, 2007 --  Need time to tighten  requirements and responses   
 October 16, 2007 --  Attorney General response  
 October 9, 2007 --  Attempt to interpret Attorney General Response  
 October 9, 2007 --  CORA Work TABLE with interpreted responses  
 October 5, 2007 --  Attorney General responds to clarification  

 October 2, 2007 --  Clarification of CORA  
 October 2, 2007 --  CORA Work TABLE  

http://www.elections.colorado.gov/DDefault.aspx?tid=501
http://www.elections.colorado.gov/DDefault.aspx?tid=501
http://www.elections.colorado.gov/DDefault.aspx?tid=501
http://alkolwicz.net/jbc_12102007_appeal.aspx
http://alkolwicz.net/jbc_12102007_response.aspx
http://alkolwicz.net/press_12072007_certification.aspx
http://alkolwicz.net/Documents/JBC%20-%20request%20to%20be%20heard.pdf
http://alkolwicz.net/Documents/Senator%20Gordon%20-%20request%20to%20be%20heard.pdf
http://alkolwicz.net/certification_12072007_gordon.aspx
http://alkolwicz.net/cora_09202007_11162007.aspx
http://alkolwicz.net/cora_09202007_11162007.aspx
http://alkolwicz.net/cora_09112007_11142007_2.aspx
http://alkolwicz.net/cora_09112007_11142007.aspx
http://alkolwicz.net/cora_09112007_11132007_2.aspx
http://alkolwicz.net/cora_09112007_11132007.aspx
http://alkolwicz.net/cora_09112007_11122007.aspx
http://alkolwicz.net/cora_09112007_11122007.aspx
http://alkolwicz.net/cora_09112007_11122007.aspx
http://alkolwicz.net/cora_09202007_10192007.aspx
http://alkolwicz.net/Documents/Open%20Records%20September%2020,%202007%20-%20Certification%20-%20SOS%20Response%2010-16-07.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2020,%202007%20-%20Certification%2010-09-07.pdf
http://alkolwicz.net/Documents/CORA%20September%2020,%202007%20-%20Certificaiton%20-%20TABLE%2010-09-07.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2020,%202007%20-%20Certification%20-%2010-05-07%20response.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2020,%202007%20-%20Certification%2010-2-2007.pdf
http://alkolwicz.net/Documents/CORA%20September%2020,%202007%20-%20Certificaiton%20-%20TABLE.pdf
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 September 24, 2007 --  Attorney General  wants pre -payment to see records  
 September 20, 2007 --  Open Records Request September 20, 2007 --  Certification  

 September 20, 2007 --  Open Records Request September 20, 2007 --  Worksheet -  
Certification  

 September 11, 2007 -  Colorado computer voting machines are not certified  
 September 9, 2007 --  Coffman says vote -machine solution on way  
 September 6, 2007 --  Violation of law and abuse of power  
 September 5, 2007 --  Appeals to reverse  November 2007 equipment use   

 August 31 , 2007 --  What Colorado's in for if state fails to certify  
 August 30, 2007 --  Daily Sentinel , Rocky  omitted former GOP secretary of state's 

failure to certify voting machines  
 August 30, 2007 --  Sec. of state cautions voting machine firms  
 August 30, 2007 --  Secretary of state, counties work to certify vote machines  
 August 30, 2007 --  Voting vendors ordered to comply  
 August 29, 2007 --  Open meeting appeal for reconsideration.  
 August 29, 2007 --  Open meeting request is denied  
 August 29, 2007 --  Montrose County going back to paper ballots  
 August 24, 2007 --  Open meeting request  
 August 23, 2007 --  Voting systems ' approval delayed  
 August 22, 2007 --  ñVoting System Certification FAQsò found lacking. 
 August 18, 2007 --  Officials fear voting plans will be tardy  
 August 15, 2007 --  SOS Coffman cautions against equipment purchases  

 August 6, 2007 --  Voting Equipment certification challenged  
 August 4, 2007 --  Do not purchase uncertified equipment  
 August 3, 2007 --  Isn't Colorado certification in default ? 
 August 1, 2007 --  Has Colorado detected  Florida defects?  
 August 1, 2007  --  Please decertify California's unfit voting equipment  
 July 28, 2007 --  Has Colorado detected  California defects?  

 May 25, 2007  ï Certification questions and concerns  
 May 3, 2007  --  HART demonstration was deficient  
 May 3, 2007  ï Complaints re: certification and HART   
 April 26, 2007  ï Certification process questions  
 April 25, 2007  ï Non -anonymous voting questions  
 April 25, 2007  ï Request to oversee entire  certification   
 April 18, 2007 -  SOS Response  

 April 11, 2007  ï Request to oversee certification   
 March 28, 2007  ï Request to oversee certification   
 January 12, 2007  ï Certification rulemaking  
 October 19, 2006 --  COURT FINDINGS OF FACT AND CONCLUSIONS OF LAW 

http://alkolwicz.net/Documents/CORA%20-%20Kolwicz%20-%20Equip%20Certificaiton.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2020,%202007%20-%20Certification.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2020,%202007%20Worksheet%20-%20Certification.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2020,%202007%20Worksheet%20-%20Certification.pdf
http://alkolwicz.net/ejf_09112007.aspx
http://www.gjsentinel.com/search/content/news/stories/2007/09/09/090907_1b_voting_machines.html
http://alkolwicz.net/certification_09062007_A.aspx
about://certification_09052007.aspx
http://www.rockymountainnews.com/drmn/editorials/article/0,2777,DRMN_23964_5686607,00.html
http://colorado.mediamatters.org/items/200708300002
http://colorado.mediamatters.org/items/200708300002
http://www.rockymountainnews.com/drmn/government/article/0,2777,DRMN_23906_5685670,00.html
http://www.gjsentinel.com/news/content/news/stories/2007/08/30/8_30_1b_voting_machines.html
http://www.denverpost.com/news/ci_6760015
http://alkolwicz.net/certificaiton_09292007_appeal.aspx
about://open_meeting_08292007.aspx
http://kjct8.com/Global/story.asp?S=6946861
http://alkolwicz.net/Documents/Phase%20IV%20Open%20Meeting%20Request.pdf
http://www.denverpost.com/ci_6692633
about://certification_08212007.aspx
http://www.coloradoan.com/apps/pbcs.dll/article?AID=/20070818/NEWS01/708180372/1002
about://Documents/Secretary%20Coffman%20message%20voting%20system%20purchases.pdf
http://alkolwicz.net/Documents/Coffman%20letter%20re%20testing%20of%20voting%20systems%2008062007.pdf
http://alkolwicz.net/no_purchase.aspx
about://certificationdefault.aspx
about://florida_equipment.aspx
about://ca_decertify.aspx
about://califconsultants.aspx
about://Documents/Certification%20questions%20and%20concerns.doc
about://Documents/May%203%20--%20HART%20demonstratioon%20was%20deficient.doc
about://Documents/Voting%20System%20Demonstration%20--%20%20to%20Coffman.doc
about://Documents/April%2026%20--%20Certification%20process%20questions.doc
about://Documents/Non-anonymous%20voting.doc
about://Documents/April%2025%20--%20Access%20to%20complete%20certification.doc
about://Documents/SOS%20Response%20April%2018,%202007.pdf
about://Documents/April%2011%20--%20Request%20to%20oversee%20certification.doc
about://Documents/Election%20System%20Verification.doc
about://Documents/January%2012%20--%20Certification%20rulemaking.doc
about://Documents/Colorado%20EVS%20Lawsuit-Judge's%20findings%20of%20fact.pdf
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Mike Coffman      By FAX: 303 869 4860 

Colorado Secretary of State 

1700 Broadway, Suite 270 

Denver, CO 80290 

May 3, 2007 

 RE:  Voting System Demonstration ς May 2, 2007 

Dear Mr. Coffman: 

You have a problem in your elections office that requires your immediate attention.  Yesterday’s voting 

system demonstration was mind-numbing, irrelevant, and unbelievably poorly organized.   

 The presentation did not address the topics required by election rule 45.   

 The vendor and the elections division staff representatives were unable or unwilling to answer 
questions.  I was essentially disallowed from even asking relevant questions. 

 The public was rudely treated.  They could not see, could not hear, and could not speak – even to 
ask for inaudible utterances to be repeated – and was forced to endure six hours of inaudible 
presentation in order to ask questions that were not answered. 

 

You have stated that transparency is one of your key goals.  I want you to know, in no uncertain terms; 

yesterday’s demonstration was a total failure in this regard. 

I for one am highly offended by what happened yesterday.  There were four video cameras running 

during the demonstration.  The public was seated well behind the cameras.  You might wish to review 

the tapes so you can make your own assessment. 

There are at least two more demonstrations scheduled.  I hope that you will take immediate action to 

(a) disallow the HART application from proceeding to functional testing, and (b) ensure that the 

remaining demonstrations comply with the rule, are transparent, and are friendlier to the public. 

In addition, we were aghast to learn that ITA testing will not be conducted for this certification. 

Al Kolwicz 

CAMBER ï Citizens for Accurate Mail Ballot Election Results 

2867 Tincup Circle 

Boulder, CO 80305 

303-494-1540 

AlKolwicz@qwest.net 

www.users.qwest.net/~alkolwicz  

www.coloradovoter.blogspot.com  

mailto:AlKolwicz@qwest.net
http://www.users.qwest.net/~alkolwicz/
http://www.coloradovoter.blogspot.com/
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Colorado Voter Group 

May 25, 2007 

RE:  Voting System Public Demonstration 

Dear Mr. Tee: 

We just completed another unsatisfactory Voting System Public Demonstration - the fifth day of 

pointless demonstrations.  

We suspect that the Colorado Department of State intends to claim that the public was involved in the 

certification process.  First, the demonstrations are so superficial that they cannot be considered a 

substantive part of any legitimate certification process.   Second, the time that we have invested has 

been made superficial and inconsequential by this unprofessional process. 

The demonstrations were superficial and addressed almost no real election system issues.  So what is 

the point?  Even the temporary workers who are watching the demonstrations and occupying valuable 

seats will not be sufficiently informed by the demo to be ready to operate the equipment.   

Questions asked by the public might have inspired the test board to include tests for real election 

problems.  But we have been told that the questions posed by the public will not result in any change of 

the planned functional testing.  Why allow staff to deceive management into believing that they are 

actually doing something of value?   

1. We were aghast when the ES&S representative announced the six (6) Mesa County and Jefferson 
County employees as being present “to support the vendors”.  Who paid for these people?  Why 
were they representing the interests of the vendors instead of the public?  More than once, the 
vendor asked these county employees to participate in the demo.  It was clear that they were not 
under the same restrictions as the rest of the public attendees. 
 

2. Unchanged from Kolwicz’s May 3 note to Secretary Coffman, the public was still unable to clearly 
see or hear the May 25th demonstration.  Thankfully, the Legislative Liaison for the Colorado 
Cross-Disability Coalition, Sheila Hicks, attended the ES&S session and successfully got the meeting 
stopped and the seating rearranged.  We would like to understand why Ms. Hicks received an 
immediate response, and our report was ignored.  Is it because she was in a wheelchair?. 
 

3. We overheard at the ES&S demo that Mr. Gardner controlled the seating arrangements and 
purposefully assigned the "best" seats to insiders and squished the public into a noisy back corner 
of the room.  We would like to know if this is true.  We definitely observed that the table 
containing the “test board” has served as a barrier between the vendor and the public in every 
test. 
 

4. At the ES&S demo, there was a new person sitting at the "Test Board Table". When Mr. 
Branscomb asked Mr. Gardner, informally during a break, if there were now five members of the 
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Test Board, Gardner stated that the meeting was on break and questions could only be asked at 
the end of the demo. When Mr. Branscomb repeated the question during the public question 
period Gardner refused to respond on the basis that the question was not one for the vendor 
pertaining to the demo. (At the May 2nd demo Gardner announced that questions could be posed 
to the vendor or to the SOS staff.)  After the demonstration was over Branscomb approached 
Gardner one more time, at which time Gardner said: “You are just pushing too much” and he told 
Branscomb that he had “filed too many open records requests” and should “go downstairs for an 
answer”.  In fact, Mr. Branscomb has not filed an open records request at all.  However, Mr. 
Kolwicz has and may have to do so again to obtain even simple answers to simple questions.  This 
is only an example of how badly the public is being treated. 
 
We hope that an adult and civil response to Branscomb’s question is immediately forthcoming 
from CDOS. 
 

5. We have heard that there will be another demonstration focused on disabled voter capabilities.  If 
this is true, when and where will this demonstration be conducted, who has been invited to 
attend, and may we attend? 
 

6. In our March 28 letter to Secretary Coffman, our April 26 email to you, and our May 3 
conversation with and email to Dan Kopelman, we discussed the lack of transparency of the entire 
certification process, including functional testing.   
 
How can we observe the functional testing process?  
 
How will the critical decision for approval/rejection of equipment be made and who will make this 
decision?   
 
How will the public participate in this decision? 
  

7. In the ES&S demonstration, as in the past, the public did not have enough time to ask all of their 
questions, and was prohibited by Mr. Gardner from even asking relevant questions. As well, Mr. 
Gardner chose the order of questioners according to his own preference and apparently arbitrarily 
decided the ending time, forcing (as had been done previously) the public to cease asking 
questions at the time he decided (in spite of the maximum 3 day plan for this demonstration set in 
the rules).  
 
Does Secretary Coffman approve of this heavy-handed, unfair treatment of the public?  Does he 
support these methods which obviously censor the public’s speech?  If not, what will Mr. Coffman 
do about it?  If so, how may we appeal this policy? 
 

8. What is the procedure for gaining access to the un-redacted video tapes of the demonstrations? 
 

To reiterate what we said in our May 3 note to Secretary Coffman, the demonstrations continue to be 

unsatisfactory.   
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Based on what we saw and what we know from the public record, two things are clear enough to make 

recommendations.  

 We recommend that the following DRE voting equipment not be advanced to functional testing: 
(a) Hart Intercivic eSlate, (b) Diebold AccuVote TSX, (c) Sequoia AVC Edge, and (d) ES&S iVotronic.   
 
All of these products fail to meet Colorado requirements.  All bring unnecessary risk and 
uncertainty to Colorado’s election process.  All would subvert Secretary Coffman's plan to restore 
public trust in elections.   
 

 We recommend that the AutoMark be advanced to functional testing.  
 
This product uses simple and straightforward full-ballot-text paper ballots.  These ballots are 
verifiable, they simplify election processes, and they avoid the security issues of electronic ballots.   
 
The AutoMark permits blind and physically restricted voters, and in fact almost all voters (more of 
the voters than with any of the DREs), to independently and privately select and verify their votes.  
 
As an extra practical advantage, this vote is recorded on a reliable and easily verifiable and re-
countable full size paper ballot.   
 
Without sacrificing voter privacy, AutoMark provides a way for any voter, with or without 
disability, to make use of an assistant if needed.  It clearly satisfies the HAVA requirements in a 
manner which is compatible with the interests of the voting public at large. 

 

We hope that you will be able to quickly get answers to our questions and concerns.  We are available to 

meet with you or talk by phone to discuss these points. 

We thank you very much for facilitating and expediting this communication and for anything that you do 

to improve the transparency and credibility of this re-certification process.   

 

Al Kolwicz    Harvie Branscomb 
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Statewide Voter Eligibility Project -  SCORE   
   
Following Accenture's failed attempt to develop a statewide voter registration system, a 
second attempt is underway.   This effort has been contracted to Saber Software  and is 

described on the web pages Statewide Voter Registration System .  On Nnvember 14th, 
2007,  Saber annou nced  that it has been acquired by EDS.    
   
Previous Secretary of State officeholders have been non -responsive to public requests for 

involvement in the requirements setting process.   The head of Colorado's Office of 

Information Technology was likewise no n- responsive.  

CDOS has released copies of its testing status reports for the Statewide Voter Database Project -- 

SCORE II (see below).  It is important to remember, when reading the reports, that the system is a work 

in progress.  

Saber Software is using its Electus (TM) Voter Registration & Election Management software to meet 

Colorado's requirements.  The public is anxious to see detailed functional specifications of the 

system and has  expressed its concern that the system is both inadequate as a voter 

eligibility system and overkill due to its inclusion of non -eligibility functions.   

 November 26, 2007 -- Request denied! 

 November 22, 2007 -- Colorado is interferring with the Canvass Board 

 November 21, 2007 -- Colorado Voter Group identifies possible election violation  

 November 20, 2007 -- Voter registration data to state database on December 10, 2007.  

 November 16, 2007 -- EDS acquires Saber ï the folks developing Coloradoôs voter database. 

 November 15, 2007 -- Response to requirement to hear from us by November 16th. 

 November 15, 2007 -- We must hear from you by November 16, 2007 

 November 5, 2007 -- Appeal for clarification of records being produced. 

 October 24, 2007 -- Cannot look until pay.  Future requests will be cash in advance. 

 October 19, 2007 -- Department misinterprets our request. 

 October 16, 2007 -- Department refusal to identify documents  

 October 11, 2007 -- Request for clarification of materials 

 October 11, 2007 -- CORA work TABLE 

 October 8, 2007 -- Department of State response 

 October 2, 2007 -- Request for identification of materials and cost detail 

 October 2, 2007 -- CORA work TABLE 

 September 21, 2007 -- SOS Demands money before disclosing informaiton 

 September 21, 2007 -- Follow up request for response 

 September 18, 2007 -- Appeal to SOS Coffman to intervene for the people 

 September 17, 2007 -- Press release: SOS refuses to comply with Open Records law 

 September 14, 2007 -- NOTICE OF DEFICIENCY -- Open Records September 11, 2007.pdf 

 September 14, 2007 -- Suggested interim documents 

 September 14, 2007 -- SOS needs more time to respond  

 September 11, 2007 -- Open records request filed for SCORE project materials 

 September 4, 2007 -- Reminder.  Steps that should be taken, now! 

 August 10, 2007 -- SCORE Request Denied 

 August 2, 2007 -- Request for SCORE information 

 July 25, 2007 -- SCORE II Project Schedule 

 March 7, 2007 ï Statewide voter database 

http://www.accenture.com/home/default.htm
http://www.sabercorp.com/
http://www.sos.state.co.us/pubs/info_center/statewide_voter_reg_proposal.html
http://www.sabercorp.com/news/pr/pr_20071113.php
http://www.sabercorp.com/products/electus_overview.php
http://alkolwicz.net/cora_091120011262007.aspx
http://alkolwicz.net/cora_09112007_11222007.aspx
http://alkolwicz.net/cora_09112007_11212007.aspx
http://washparkprophet.blogspot.com/2007/11/DENVER-ELECTION-WORRIES.HTML
http://www.sabercorp.com/news/pr/pr_20071113.php
http://alkolwicz.net/cora_09112007_111507a.aspx
http://alkolwicz.net/Documents/Open%20Records%20September%2011%202007%20-%20SCORE%20II%2011-15-07%20SOS%20response.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2011,%202007%20-%20SCORE%20II%20-%2011-05-2007.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2011,%202007%20-%20SCORE%20II%20-%20SOS%20Response%2010-24-07.pdf
http://alkolwicz.net/cora_09112007_10192007.aspx
http://alkolwicz.net/Documents/Open%20Records%20September%2011,%202007%20-%20SCORE%20II%20-%20%20SOS%20Response%2010-16-07.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2011,%202007%20-%20SCORE%20II%20-%2010-11-2007.pdf
http://alkolwicz.net/Documents/CORA%20September%2011,%202007%20-%20SCORE%20II%20-%20TABLE%2010-11-2007.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2011,%202007%20-%20SCORE%20II%20SOS%20Response%2010-08-07.pdf
http://alkolwicz.net/Documents/Open%20Records%20September%2011,%202007%20-%20SCORE%20II%20-%2010-2-2007.pdf
http://alkolwicz.net/Documents/CORA%20September%2011,%202007%20-%20SCORE%20II%20-%20TABLE.pdf
http://alkolwicz.net/Documents/Kolwicz_Response_9-21-07.pdf
http://alkolwicz.net/score_records_09212007.aspx
http://alkolwicz.net/score_09182007b.aspx
http://alkolwicz.net/score_09172007.aspx
http://alkolwicz.net/Documents/NOTICE%20OF%20DEFICIENCY%20--%20Open%20Records%20September%2011,%202007.pdf
http://alkolwicz.net/cora_score_09142007_2.aspx
http://alkolwicz.net/cora_09112007_09142007.aspx
http://alkolwicz.net/Documents/Open%20Records%20September%2011,%202007.pdf
http://alkolwicz.net/score_09042007b.aspx
http://alkolwicz.net/score_08142007.aspx
http://alkolwicz.net/score_080207.aspx
http://alkolwicz.net/Documents/SCORE%20II%20Schedule%20July%2025%202007.xls
http://alkolwicz.net/Documents/March%207%20--%20Statewide%20voter%20database.doc
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 SOS Donetta Davidson -- NOTES for June 19, 2003 Public Hearing on SCORE I  
 OIT Leroy Williams -- NOTES for May 26, 2004 Regarding Security 

 Open Records Request - July 6, 2004  

 Open Records Denial - July 9, 2004  

 Open Records RE-request - July 12, 2004  

 Open Records Request Denial - July 15, 2004  

 Meeting with Len Vest - July 25, 2005 

 Reaction to potential RFP - July 25, 2005  

 Secret RFP for Voting Systems - October 4, 2005  

 OPINION Colorado Elections Process in Crisis - October 24, 2005  

 SOS Gigi Dennis -- January 5, 2006 Letter Regarding SCORE II  

 Denver Post Concerns about election system - January 13, 2006  

 Request to SOS Mike Coffman Regarding SCORE II - March 7, 2007  

Wyant Data Systems  is currently conducting the independent validation and verification 

of the SCORE II deliverables.  

Status Reports 

o November 2006 
o December 2006 
o January 2007 
o February 2007 
o March 2007 
o April 2007 
o May 2007 
o June 2007 week 2 
o June 2007 week 3 
o June 2007 week 4 
o July 2007 week 3 
o July 2007 week 4 
o August 2007 week 1 
o August 2007 week 3 
o August 2007 week 4 
o September 2007 week 1 
o September 2007 week 2 
o September 2007 week 3 
o September 2007 week 4 
o October 2007 week 1 
o October 2007 week 2 
o October 2007 week 3 
o October 2007 week 4 
o November 2007 week 1 
o November 2007 week 2 
o November 2007 week 3 
o November 2007 week 4 
o November 2007 week 5 
o December 2007 week 1 
o December 2007 week 2 
o December 2007 week 3 

http://alkolwicz.net/Documents/X_NOTES%20for%206-19-2003%20SCORE%20hearing.doc
http://alkolwicz.net/Documents/Meeting%20with%20Leroy%20Williams.doc
http://alkolwicz.net/Documents/Open%20Records%20July%206,%202004.doc
http://alkolwicz.net/Documents/Open%20Records%20July%209,%202004.gif
http://alkolwicz.net/Documents/Open%20Records%20July%2012,%202004.doc
http://alkolwicz.net/Documents/Open%20Records%20Response%20from%20Durham%20July%2015,%202004.doc
http://alkolwicz.net/Documents/Meeting%20with%20Len%20Vest.doc
http://alkolwicz.net/Documents/Reaction%20to%20potential%20RFP.doc
http://alkolwicz.net/Documents/RFP%20correspondence%20July%2025%20-%20Oct%204,%202005.htm
http://alkolwicz.net/Documents/OPINION%20-%20Colorado%20elections%20process%20in%20crisis.doc
http://alkolwicz.net/Documents/Dennis%20re%20RFP%20requirements%20development%20Jan%206%202006.doc
http://alkolwicz.net/Documents/PRESS%20-%20Denver%20Post%20-%20January%202006.doc
http://alkolwicz.net/Documents/March%207%20--%20Statewide%20voter%20database.doc
http://www.wyantdata.com/
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Nov06%2012022006.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Dec06%2012302006.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Jan07%2001272007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Feb07%2003032007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Mar07%2003312007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Apr07%2004282007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20May07%2006022007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Jun07%2006092007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Jun07%2006162007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Jun07%2006232007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Jul07%2007212007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Jul07%2007282007.pdf
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Aug07%2008042007.pdf
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Aug07%2008182007.pdf
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Aug07%2008252007.pdf
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Sep07%2009082007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Sep07%2009152007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Sep07%2009222007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Sep07%2009292007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Oct07%2010132007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Oct07%2010202007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Oct07%2010272007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Oct07%2011032007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Nov07%2011102007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Nov07%2011172007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Nov07%2011242007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Nov07%2012012007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Dec07%2012082007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Dec07%2012152007.doc
http://alkolwicz.net/Documents/SCORE%20IV-V%20Status%20Dec07%2012222007.doc
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Type to sea
  

 

 

Colorado Voter Group  
The Colorado Voter Group is a private entity 

working to improve Colorado's election system.  
 

 

 

Home  

    State Oversight  

    November 2008  

    County Oversight  

    Election Oversight  
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From:  Jack Arrowsmith [mailto:JArrowsm@douglas.co.us]  

Sent:  Monday, December 24, 2007 11:27 AM 

To:  AlKolwicz@qwest.net 

Subject:  Public Meetings 

 

Al, 

  

As promised, I asked my county attorney to give me an expanded defense as to our decision on the 

meeting held last week.  Here is that response: 

  

Jack, 
  

As you and I discussed, the Colorado Open meetings law applies to "meetings" of a "local 

public body."  See 24-6-402(1)(a), (1)(b), and (2)(b), (2)(c).  You as the Clerk and Recorder 

do not meet the definition of a local public body.  You are an individual elected official that 

does not have the independent authority to set policy for the County.  Further, the meeting 

we discussed was not called by and did not constitute the quorum for or decision or 

recommending body for any local public body.  Also, you explained that the County Clerk's 

Association is a private entity and as such the open meetings law would not apply as it does 

to governmental entities.  So my conclusion was that the Open Meetings Law did not apply 

as there was no local public body to apply it to.   

  

With respect to you individually, to conclude that you alone are a local public body would be 

unworkable as you would have to make yourself open to the public and comply with the 

open meeting laws if there was a chance you would consider a policy or a recommendation, 

in other words everywhere, and all the time.  This is not what the statute says nor does it 

seem in any way reasonable to interpret it that way. 

  

I agree with your approach to be as transparent as possible and to invite/allow the public to 

attend in a wide variety of activities, whenever reasonable to do so, not because it is 

required (in your case) but because it is good government.  But meeting members of other 

local public bodies, does not by statute require the meeting to be open to the public and at 

times a more private meeting may be preferred for any number of reasons.  The question I 

understood however, was "is public presence required for a specific meeting" and I still don't 

believe it was, based on everything you relayed. 

  

I hope this helps.  I leave town tomorrow so if there are questions after today, Kelly may 

need to assist you.  Have a Merry Christmas if I don't see you! 

  

Lance 

  

Jack Arrowsmith 

Douglas County Clerk & Recorder 
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303 660-7469 

jarrowsm@douglas.co.us  

mailto:jarrowsm@douglas.co.us
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TO:        Colorado Secretary of State Gigi Dennis 

FROM:  Al Kolwicz, Boulder County Republican Party Canvass Board Representative  

DATE:   November 22, 2006 

RE:      Post Election Audit – Boulder County General Election, November 7, 2006 

 

The post election audit performed under the direction of the Secretary of State did not provide 

sufficient information to verify that the voting equipment used for the November General Election 

produced correct results.  Also, the audit did not provide sufficient information to statistically estimate 

the accuracy of the election results. 

 

Boulder County election staff authorized supplemental counting that made possible the detection of 

differences between the actual unofficial Election Day results and the results produced by re-runs of 

selected batches.  Future audits should not be based on re-runs.   

 

DISCUSSION 

 

For eSlate/JBC devices, the Secretary of State selected eleven Election Day eSlate devices used in polling 

places.  One of the selected devices had not been used in the election.  A replacement device was 

selected.  None of the polling places used more than one eSlate on a JBC.   

 

None of the eSlate/JBC devices used at the three early voting locations was selected.  This omission is 

cause for deep concern, since the early voting equipment configuration, election setup and operational 

procedures are significantly different than those used for Election Day voting. 

 

For central count i840 optical scan devices, the Secretary of State selected one of the eight devices. 

 

For contests, the Secretary of State selected two contests for the electronic ballot audit and a different 

set of two contests for the paper ballot audit.   
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Among the batches scanned and interpreted by the selected optical scan device are seven batches that 

contain the Election Day paper ballots from three polling places where one of the eleven DRE devices 

was used.  With the permission of staff, these seven batches were selected, although are more than 500 

ballots.  The batches selected did not include the provisional ballots that were voted at these polling 

places. 

The statutory method for auditing the equipment is invalid.  (1) It fails to verify that the voter’s intent on 

each ballot is honored by the computer.  Compensating errors can hide incorrect interpretation of 

intent.  Voter intent must be verified by visually interpreting and comparing each vote on each voter 

verified document (the VVPAT or the actual paper ballot) to the results of the computer’s interpretation 

of the each voter’s intent.  It is understood that the computer makes a record of its interpretation of 

each ballot in a so called “Cast Vote Record”.  (2) Further, the statutory method fails to use the actual 

results of the election as the basis for determining if the equipment correctly interpreted and counted 

votes.  Instead, paper ballots are re-scanned and recounted using conditions that are unrelated to the 

actual election.  These “synthesized” results are improperly used as the basis for comparison.   

It is our understanding that the equipment can interpret votes differently than the voter intended.  The 

audit team asked for and was not provided (1) a copy of the parameters used to control the machine’s 

interpretation of votes, and (2) a copy of the cast vote records that show how the computer interpreted 

each vote. 

Because a different set of contests was selected for electronic ballots than for paper ballots, and 

because the HART system does not report the data needed to audit an election, there was no way to 

determine if the results produced by the audit match the results produced by the election.   

To reduce the negative effect of this deficiency, local officials supplemented the audit by adding one of 

the two electronic ballot contests to the two paper ballot contests for the paper ballot audit.  This 

enabled the audit team to compare, for 3 contests in 3 polling places, the manual count of Election Day 

votes to the corresponding official count of votes. 

CONCLUSION 

The manual counts of votes for the selected Election Day device-contest pairs did match the counts in 

the “synthesized” reports produced for the audit; however, the manual counts did not match the counts 

produced in the “actual” Election Results Report. 

None of the votes recorded on paper or electronic ballots that were cast at the three early voting 

locations was audited.  This is significant because a different printing system is used to print the early 

voting paper ballots, and much more complex equipment is used to record votes on the electronic 

ballots.  

None of the votes recorded on absentee ballots was audited.  This is significant because a different 

printing system is used to create absentee ballots, and absentee ballots are folded.  Also, there was no 
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audit to ensure that only eligible absentee ballots were accepted and that ineligible absentee ballots 

were rejected.   

None of the votes recorded on provisional ballots was audited.  In addition, no attempt was made to 

audit the accuracy of the provisional voter qualification process. 

No attempt was made to audit the Emergency and Certificate of Registration voter qualification process. 

Because of the inadequacies of the audit technique, the audit cannot be used to estimate the accuracy 

of the election. 
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2006 Primary Election ï Boulder County Board of Canvassers  

Post -election Audit, August 14 - 16, 2006  

ELECTION CONFIGURATION  

Equipment  -  Boulder Countyôs voting equipment is as follows:  

 6 HART InterCivic Central Optical Scanners.  Each scanner was use d to scan and 
interpret batches of paper ballots.  The batches came from polling locations, early 
voting locations, and/or absentee voting.  

 
 2 optical scanners were not used in the live election.   

 
 3 early voting locations  of which each had 1 JBC with 4 eSlate/VBO/DAU units  for a 

total of 3 JBC and 12 eSlate units .  Serialized paper ballots for each of the ballot 
styles used are printed on dem and.  

  

o Clerk & Recorderôs Boulder Office ï 1750 33 rd  Street, Boulder  
o Boulder County Courthouse East Wing ï 13 th  and Pearl Street, Boulder  
o Clerk & Recorder Longmont Annex ï 529 Coffman Street, Longmont  

 
 186 Election Day Polling Places of which 45 had multiple precincts.  Each polling place 

has 1 JBC with 1 eSlate/VBO/DAU.  Serialized paper ballots for each of the ballot 
styles used at that polling location have been pre -printed and distributed in bundles.  
 

 21 eSlate units were apparently not used for live voting.  Boulder County has a total 
of 219 eSlate/VBO/DAU units.  

 

None of the early voting equipment was used at polling locations on Election Day.    

WE HAVE REQUESTED THE EQUIPMENT CONFIGURATION LIST.   

Contests  -  There were 22 contests in each partyôs election.  11 of the 22 Republican 

contests had NO CANDIDATE, and only one of the Republican contests was contested (State 

Senate District 16).  22 of the 22 Democratic contests had at least 1 candidate, and two of 

the Democratic contests were contested (State House District 11, and County Clerk  and 

Recorder).  

Ballots  -  There are 26 master ballot images (13 Republican and 13 Democratic).  These 

images are customized to identify the precinct for which they are issued.  There are 234 

precincts and 2 Federal -Only precincts.  Each precinct has a Republican and a Democratic 

ballot for a total of 472 different ballots.   

AUDITED EQUIPMENT  

The Secretary of State provided a list of equipment  to be audited.  

 Electronic ballots  
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Election Day ï 9 eSlat e/VBO/DAU -  A0A839, A0A986, A0AAD5, A0AB09, A0ABC0, A0B040,                               
A0B0D4, A0B223, A0B248  

Early Voting ï 2 eSlate/VBO/DAU A0A905, A0AB2A 

 

 Paper ballots  
 
Election Day ï 1 Optical Scanner -  K4171-6022 

Early Voting ï NOT AUDITED  
Absente e Voting ï THE SAME SCANNER AS USED FOR ELECTION DAY  

 

AUDITED CONTESTS  

The Secretary of State provided a list of contests to be audited on the selected equipment.  

The SOS also provided a list of alternate contests in the case where the first contest was no t 

voted on the selected equipment.   

Staff decided to examine all of the contested contests (bonus audits).  

 

   

Electronic 

SOS 

Electronic 

Bonus 

Paper 

SOS 

Paper 

Bonus Alternate 

  Contest  Contestant            

DEM 

ATTORNEY 

GENERAL  

Fern O'Brien          

X 

UNDER         

OVER         

STATE 

REPRESENTATIVE 

DIST. 13  

Claire Levy    X   X 

Jim Rettew    X   X 

UNDER         

OVER         

COUNTY CLERK 

AND RECORDER  

Hillary Hall  X     X 

Linda N. Salas  X     X 

UNDER         

OVER         

COUNTY CORONER  

Thomas J. Faure      X   

UNDER         

OVER         

REP STATE TREASURER  Mark Hillman          X 



Elections Forum Jan 3, 2008 [Al Kolwicz]    [Page 56 of 60] 

UNDER         

OVER         

ATTORNEY 

GENERAL  

John Suthers  X       

UNDER         

OVER         

STATE SENATE -  

DISTRICT 16  

Marty Neilson    X   X 

Barry Thoma    X   X 

UNDER         

OVER         

STATE 

REPRESENTATIVE 

DIST. 11  

Catherine A. Jarrett      X   

UNDER         

OVER         

 

AUDIT METHOD  FOR ELECTRONIC BALLOTS  

The method used for auditing electronic ballots was as follows:  

1.  For each of the 11 eSlate devices selected, two person teams of workers performed a 
hand count of the votes in the selected contests by inspecting the paper recordings 
on the selected VVPAT roll and transcribing the votes, by ballot, onto a preprinted 

form . 
 
Č For each polling place device, a separate form was completed for each precinct in 

the polling place.   
 
Č For each early voting device, all precincts were combined on the same form.  

 
The form provided no means for recording UNDERVOTES.  Under votes by  party by 
contest must be collected in order to derive the ballot count for self checking.  
 

2.  Using SERVO, staff created a new MBB for each of the selected devices.  Staff 
created a new election database in TALLY for each of the 11 MBBs.  Staff loaded each 
MBB into the corresponding TALLY database.  Staff ran 11 separate reports from 

TALLY, one per MBB, which showed the total votes per contest from that MBB.   
 
Under votes were not reported.  Precincts were not reported.  
 

3.  The same individuals who created the hand count compared the results on the TALLY 
report to their hand counts recorded on their forms.  
 

4.  No discrepancies were reported.  
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The electronic ballot audit started at 10 am and was completed by 11:20 AM.  

AUDIT METHOD FOR PAPER BALLOTS  

The method used for auditing paper ballots was as follows:  

1.  As per instructions from the Secretary of State, the canvass board selected batches 
totaling up to 500 ballots from batches processed by the optical scan device that had 
been selected by the Secret ary of State.  The board used two lists from the live 

election to make its choices ï number of ballots by batch on the selected device, and 
number of ballots by precinct by batch for the selected device.  
 

2.  Two (2) absentee batches and 8 Election Day batches were selected for a total of 
485 ballots.  NO early voting batchers were available to be selected.  The 8 Election 
Day batches included 5 ñmulti-precinctò polling places with 2 precincts each, so the 8 
Election Day batches included ballots from 13 precinct s. 
 

3.  Each team performed a hand count of the votes in one batch using the same method 
used for the VVPAT ï i.e. transcribing the votes to a form and then summarizing the 
counts.   
 
In the future, it is recommended that the hand count of the paper ballots be done 
using a series of hand sort and count operations as described by Harvie Branscomb 

of Eagle County.   
 
EAGLE COUNTY PERFORMED HAND COUNTS BY PHYSICALLY SORTING THE BALLOTS 
INTO STACKS, AND THEN COUNTING THE NUMBER OF PHYSICAL BALLOTS IN EACH 
STACK.  Fo r example, physically sort a stack by political party.  For Election Day 
ballots, physically sort the ballots in a party stack into precincts stacks.  Then 
physically sort the ballots in a precinct stack into contestant #1, contestant #2, over, 
and under s tacks.  Finally count the number of ballots in each of these last four 
stacks.  Have a separate team verify that each stack contains only the correct 
ballots, and perform a second (blind) count.  
 

4.  Staff then scanned each of the 1o hand counted batches into one of the optical 
scanners.   Staff produced ten separate reports, one for each batch, which showed 

only the totals for the batch.  Multi precinct polling places had their precincts 
combined into the total.  
 

5.  The workers checked their own work, and no discr epancies were reported.  
 

The teams working on the paper ballots worked from 12:30 until 5 PM.  

AUDIT SELECTION CONCERNS  

The board expressed its concern that the audit is not auditing the votes in the live election 

results.  

The board asked staff to produce a report that will show the live election results by contest 

by precinct, including under and over votes.   
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The board also asked staff to produce a report (using the real Cast Vote Records) of the 

election results by batch by contest by precinct.  If that is  not available using canned 

reports or custom reports, then the board requested an export of the Cast Vote Records for 

each of the paper and electronic ballots for every one of the audited devices.  

BONUS METHOD FOR ELECTION DAY ELECTRONIC BALLOTS  

The Cast Vote Records for each of the 9 Election Day devices selected by the Secretary of 

State were retrieved from SERVO and printed into a PDF report per device.  

By precinct, the votes for each contestant and the  under votes were hand counted.  

The hand count of the votes recorded on the PDF re port was compared against the hand 

count of the votes counted earlier from the VPAT roll.  

Because the hand count of VPAT votes did not record under votes by p recinct by contest, we 

we re unable to make an exact comparison.  

The bonus method makes it possibl e to verify that the number of cast vote records in 

SERVO is the same as the number of ballots on the VPAT.  It is also possible to verify that 

the votes on each Cast Vote Record are identical to the votes recorded on the exact VPAT 

ballot.   

HOWEVER, the bonus method is unable to verify that the number of votes reported on the 

Statement of Votes matches the number of votes recorded on the VPAT.  

STAFF WAS UNABLE TO EXPORT THE SELECTED CAST VOTE RECORDS TO AN EXCEL OR 

ACCESS FILE.  THIS PROBLEM SHOULD BE RES OLVED FOR THE NOVEMBER ELECTION.  BY 

EXPORTING THE CAST VOTE RECORDS, THE NUMBER OF VOTES IN THE CAST VOTE 

RECORDS CAN BE INDEPENDENTLY CALCULATED RATHER THAN HAND COUNTED.  

BONUS METHOD FOR ELECTION DAY PAPER  BALLOTS  

The eSlate device used at each of the 8 polling places selected in the paper ballot batches 

was determined.   

The Cast Vote Records for each of these 8 Election Day devices were retrieved from SERVO  

and printed into a PDF report.  

By precinct, the votes for each contestant and the  under votes were hand counted.  

For each of these 13 precincts, we now had:  

 Hand count  of the number of votes per contestant cast by electronic ballot on Election 
Day (including under votes by contest).  
 

 Hand count of the number of votes per contestant cast by paper ballot on Election 
Day (the under votes were not recorded by precinct.)  
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Sta ff provided a partial Statement of Votes report ï only for the pages of the c ontests that 

we were auditing.  

We had hoped to verify the Statement of Votes Cast on Election Day for these 13 precincts.  

We planned to add the number of electronic Election Day votes to the number of paper 

Election Day votes and get a total Election Day  votes for each contestant.  

We were not able to verify the votes on the Statement of Votes Cast  for multiple reasons.  

1.  The Statement of Votes report shows ñballots countedò per precinct for each of the 

three voting methods, but it does not report the number of ñvotes countedò by 
voting method.  We wanted to verify the votes, hence this attempt failed . 
 

2.  In an attempt to sal vage something from our effort, we tried to verify that the 
number of ñballots countedò per precinct for the Election Day voting method matched 
the hand counted number of Election Day ñvotes and under votes countedò for each 
contest.  By adding the number of paper ballot votes to the number of electronic 

ballot votes per contest we expected to obtain a surrogate number that should match 
the number of ballots in the Statement of Votes.  This  attempt  failed  because the 
hand count of the paper ballot votes did  not record under votes by precinct.  

 

The method being used to audit the election is not satisfactory and must be replaced before 

the November 2006 election.  The following describes some of the features and problems 

with the Statement of Votes rep ort.  

Votes from the election are report ed on the Statement of Votes report.  Each contest is 

reported as a set of pages.  There is one row for each precinct.   

In the heading for each contest is the number of eligible voters for the contest, and the 

number of eligible voters for the County, and  the number of precincts reported.  NOTE:  

These numbers do not appear to be the Election Day numbers.  

For each precinct, th e following detail is reported:  

1.  Precinct  
2.  Absentee Voting Ballots Cast  

3.  Early Voting Ballots Cast  
4.  Election Day Voting Ballots Cast  
5.  Total Ballots Cast  
6.  Registered Vot ers  
7.  Percent Turnout  
8.  Votes for contestant #!  
9.  Votes for contestant #2  
10.  Total Votes  

 

NOTE:  Items 2, 3, 4, and 5 are actually the NUMBER OF BALLOTS COUNTED , not the 

ballots CAST .  This nomenclature must be fixed.  

NOTE:  Item 6 may not be the correct number of eligible voters on Election Day.  It might 

not be updated, and it might be the Active voters only.  
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NOTE: Item 7 the percent turnout is not calculated by dividing votes cast by all eligible 

electors.  

NOTE:  Item 10 is missing the detail (9A) for Under Votes and (9B) for Over Votes.  

NOTE:  Because the votes are not reported separately by voting method for paper and 

electronic ballots, it is not possible to ascertain if the hand count of votes during the audit is 

cor rect.   

AUDIT METHOD CONCERNS  

The audit was a failure.  The HART InterCivic reports do not provide the data needed to 

verify vote counts.  The Secretary of Stateôs equipment and contest selections did not 

provide the data needed to verify vote counts in se lected contests.   

The Secretary of Stateôs method uses simulated databases and simulated reports to make it 

appear that election results are being audited, but they are not.  

Boulder County staff and the Boulder county Board of Canvassers made an honest ef fort to 

salvage some value from the audit process.  The data provided simply does not permit 

verification of votes.  

 


